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The research article aims to provide a basic guideline, to the lawmaker and the future researcher, to show the way how to develop 

privacy and data protection regime. The authors, to be specific, focused on highlighting the inadequacy of data protection laws, 

and scrutinized the enforced privacy and data protection laws compared to GDPR. Therefore, the upcoming lawmakers and 

researchers will be able to assess the importance and effectiveness of data protection laws in near future. 
 

International Laws on Data Protection: As mentioned earlier, data protection is a new form of right to privacy. Before the 

emergence of computers, mobile phones, and other apparatus having the same effect, there was no terminology for „data 

protection‟. For a better understanding, we can consider „right to privacy‟ as a genus and „data protection‟ as a species.  

Universal Declaration on Human Rights (UDHR), 1948 emphasizes the protection of privacy of a person, his family, home and 

correspondence [6]. The person shall be entitled to the protection of law enacted by the state. United Nations International 

Covenant on Civil and Political Rights (ICCPR), 1966 confirms the same [7]. 

UN Convention on the Rights of the Child (CRC), 1989 seeks the protection of the data of the child [8]. It prohibits unlawful 

interference with the right to privacy. The United Nations International Convention on the Protection of the Rights of All Migrant 

Workers and Members of Their Families, 1990 protects the information of the migrant worker from arbitrary and unlawful 

interference [9]. 

There are some regional conventions which ensure data protection as well. Cairo Declaration on Human Rights in Islam, 1990 

denotes that every person has the right to privacy. It is prohibited to spy on anybody and to scandalize one‟s reputation [10]. The 

Asia Pacific Economic Cooperation Privacy Framework has established common sets of privacy protection and data peruse [11]. 
 

Overviewing the General Data Protection Regulation (GDPR), 2016: Data protection regulation titled „General Data 

Protection Regulation (GDPR)‟ was enacted by the European Union (hereinafter “EU”) in 2016 to protect and promote a regional 

strategy for data protection as a fundamental right. Personal data protection is one of the important rights of the citizen and it 

makes one feel safe from unlawful breach of his/her personal data [12]. The existence of the Regulation, 2016 will work as public 

international law and inspire the state to enact laws for the protection of privacy and data and to introduce legal frameworks 

providing remedy to the victim of privacy or data breach [13]. 

Nowadays, the use of information and communication technology has been increasing speedily. Therefore, people are sharing 

their personal data on vivid websites and they are concerned about their privacy and data breach. This crisis led to the 

introduction of a legal framework around the world. GDPR is the first step that has been taken by the EU for their party States 

[14]. GDPR upholds six prime principles as Fairness, Lawfulness and Transparency; Confidentiality; Accuracy; Data 

Minimization; Purpose Limitation; and Accountability [15]. 

The regulation is effective on organization or people all over the world storing and managing information of EU citizens and the 

EU States. The regulation sets rights including privacy protection [15, Article 15] and the right to forget personal data [15, 

Article 17] as well.  A State is required to employ a data protection officer to manage the data and to inform data breach to the 

affected person within 72 hours [15, Article 33]. The officer will provide a report to the victim which must include the plan for 

the recovery of data and mitigating the consequences [15, Article 34]. The Regulation holds penal provisions as well. The 

organizations which violate the provisions of GDPR shall be liable to pay fines [15, Article 83, 84]. The maximum fine is 20 

million Euros or 4% of the annual revenue of the organization, whichever is higher [15, Article 84(5)]. 

The GDPR sets standards that no organization or State would risk to ignore and other States will be inspired to enact national 

laws and policies to protect the data of the citizen. Now, a question may be raised as to whether the SAARC countries should 

comply with the provisions of GDPR or not. The EU sets that the State, while storing and managing data of EU citizens, must 

comply with the provision of GDPR. The SAARC countries while commencing business with EU countries must follow the 

regulation [16]. Japan has already expressed its will to enact laws similar to the GDPR. The UK is making efforts to make GDPR 

the norm in the post-Brexit era. The SAARC can take the GDPR as a directive while enacting laws and organizing legal 

frameworks to protect the privacy of the citizens [17]. It should, however, be borne in mind that Sri Lanka has already enacted 

laws regarding Data protection complying with the provisions of GDPR. 

The emerging modern technologies, nowadays, are generating a huge amount of data, and it is significant to take steps to secure 

the collection, processing, transmission and access of data [18]. As a huge number of data is being created daily, it will create 

conflict within the process of collection and protection of data, especially in terms of privacy. Undoubtedly, the GDPR has an 

impact on how data is stored and managed within and outside the EU and the regulation plays a significant role in enacting data 

protection legislation worldwide [18]. The regulation can be regarded as a „privacy law model‟ practiced all around the world.  

The GDPR is effective for the majority of organizations all over the world that collect and store the EU‟s personal data. If the 

SAARC States conduct business with the EU residents or organizations and offer them options to sign up for services, the 

SAARC states will be a subject of the GDPR. Moreover, the SAARC countries‟ business will be bounded by the GDPR for many 

reasons, such as the contractual relations and obligations to the EU or their responsibilities to suppliers or allies. Moreover, the 

functions of data controllers or data processors are significant. Accordingly, SAARC countries‟ companies will fall within the 
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ambit of the GDPR while processing activities of their co-data controllers or processors. Furthermore, non-compliance with the 

GDPR outside the EU will disapprove the business relations among the parties. The same will be applied to the Controllers or 

Processors in the SAARC countries [19]. 

 

Initiatives Taken by the SAARC Countries: 

Bangladesh: The notion of data privacy and the underlying protection requirements and rights are new in the context of our 

country. Moreover, it has, in this era of digitalization, hardly emphasized ICT development, artificial intelligence, electronic 

communication, social networking, cyber-crimes, and to aware users about privacy protection [20]. Recently, (along with the 

Constitution of Bangladesh) the Digital Security Act, 2018 and the Information and Communication Technology Act, 2006 have 

started guaranteeing the right to privacy and making framework for data protection [20]. 

The Constitution [21] of Bangladesh safeguards citizens‟ privacy of communication and correspondence; however, this provision 

is not exhaustive to prevent the breach of privacy caused by individual or by an institution [22]. The ICT Act [23] of Bangladesh 

was envisioned to provide the legal recognition and framework for digital signatures, controller of certifying authorities and 

electronic records [22]. It was not projected to deal with data privacy or protection and nowadays it is not supposed to protect 

data privacy as well [22]. Nevertheless, the Govt. has enacted the Digital Security Act 2018, which is commonly recognized as 

the Cyber Security Act in other countries and jurisdictions, aims at promoting confidentiality, availability and integrity of public 

and private information networks (and systems) to protect individuals‟ rights, freedoms and privacy, economic and financial 

interests and security in cyberspace [22]. Consequently, the intrinsic purposes of the Digital Security Act, 2018 and the ICT Act, 

2006 are not completely identical. 

On the contrary, the EU, having an effective and operative data protection and privacy legal framework, has recently allowed its 

courts to decree that one of the giant data companies, i.e., Facebook Inc., violated and dishonored its citizens‟ privacy for 

assisting the indiscriminate and mass surveillance carried out by the intelligence services of a highly influential state [24]. 

Without proper shield or protection in action, a least developed country like Bangladesh may not be aware of how fatal the future 

of its citizens could be [24]. 
 

India: Right to privacy, in India, is promised to be protected as a constitutional right which includes right to personal liberty, 

right to life, freedom of expression. However, the issue has extended a debate questioning its nature and scope; whether it is 

judicially enforceable or not [25]. In August 2017, in Justice K S Puttaswamy and Anr. v. Union of India and Ors [26], a 

judgment rendered by (“Puttaswamy”) a bench of nine judges of the Supreme Court of India (hereinafter as “the Supreme 

Court”), unanimously opined that the right relating to privacy was an intrinsic comp0onent of the promise of the right to life and 

right to personal liberty as protected under the ambit of Article 21 of the Constitution of India that encompassed, at its core, a 

negative obligation of not violating the right to privacy and a positive obligation of taking all necessary measures to protect the 

rights relating to privacy [25]. Puttaswamy has modified the outlines of Indian privacy law, added a new interpretation of the 

existing privacy rules, and also raised the spectre of a (robust) common law tort for the breach of the right to privacy, 

independent of statutory guidelines and rules [25]. The Supreme Court has further clarified that any law encroaching upon the 

right to privacy would be an issue of (Constitutional) scrutiny, and would have to satisfy the three-fold prerequisite: legality; 

necessity; and proportionality [25]. 

Furthermore, the Supreme Court has made an obligation on the Govt. to enact laws that adequately protect privacy relating rights. 

Several High Courts are recently dealing with data and privacy protection issues that include but are not limited to the export of 

data, adequacy of consensus or consent from a post-Puttaswamy viewpoint and transmission of data/information between group 

companies. While a vibrant judicial movement cannot be identified, it is palpable that data collection, managing and processing 

efforts in India must assess and anticipate the influence of Puttaswamy on Indian laws relating to data [25]. 

The Indian Govt. wants Facebook and Google, the global tech giants, to store and accumulate sensitive data/information of users 

locally, but critics opine that such actions might make users more permeable to official surveillance [27]. However, a (public) 

debate on the Indian government with a view to accumulating personal or private information for biometric characterization, i.e., 

Aadhaar along with ponderings over the EU data protection strategies are, however, continually pushing the state to espouse a 

Personal Data Protection (hereinafter as “PDP”) legislation [27]. It is projected that the bill (of the legislation) will be passed by 

the parliament without any inordinate delay and will eventually be an enactment. Moreover, aficionados of the bill have been 

considering it timely and appropriate legislation which will be analogous to the (privacy) laws that are in existence in the 

European Union and in the United States [27]. 

 

Pakistan: The Constitution of the Islamic Republic of Pakistan incorporates the fundamental right to privacy under Article 14(1) 

of the Constitution which safeguards the „privacy of home‟ and in M.D. Tahir versus the Director, State Bank of Pakistan, 

Lahore and 3 others [28], judgment was rendered by the High Court of Lahore mentioning that the assemblage of personal (or 
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private) information sans any allegation of misconduct or unauthorized work done by people (from all walks of life) is an 

unwarranted breach of (the fundamental) right to privacy [29]. 
 

The Prevention of Electronic Crimes Act, 2016 (hereinafter “PECA”) is a primary legislation dealing with protection of data in 

Pakistan. The PECA, being promulgated on 18th August 2016, aims at controlling and preventing offences (or unauthorized 

activities) regarding information technology or systems. Furthermore, the (seemingly both substantive and procedural) law deals 

with provisions for mentioned offences along with the procedures of investigation and prosecution for the crimes. Interestingly, 

international cooperation to confront electronic crimes collectively is also incorporated by the same [29]. At present, however, 

there is no definite law relating to data protection in Pakistan. However, the Ministry of Information Technology and 

Telecommunication in April of the year, 2020 issued a (consultation) draft on Pakistan Personal Data Protection Bill, 2020 [30]. 

After successful completion of the discussion phase, all necessary endeavors will be taken and the bill will be placed (for debate 

and passage) before the Parliament. The enactment will hopefully be promulgated soon through the assent of the President 

subject to being passed by the Parliament [30]. 
 

Sri Lanka: The Constitution of Sri Lanka, enacted in 1978, did not hold any provision to protect the right to privacy as a 

constitutional right in Chapter three of fundamental rights [31]. Nevertheless, the revised Constitution of the Democratic Socialist 

Republic of Sri Lanka (as amended in 2015) through Article 14A has mentioned privacy considerations within the periphery of 

restrictions to the right to „access to information‟ [31]. The Constitution of Sri Lanka, as per Article 14A, ensures the citizen‟s 

right to access to information, provided by the citizens for the exercise and protection of citizen‟s rights, which is stored by the 

State, the ministry, any other department of the state, or local authority, or any person [31]. However, the State can impose 

restrictions on such right if the exposure of the information is likely to destroy public peace, state security, public health and 

morals, and it is necessary for the prevention of contempt of courts, parliamentary privileges and confidentiality, and to uphold 

the dignity and impartiality of the Judiciary [31]. 

Even though Sri Lanka does not have any definite laws for the protection of the right to privacy or data protection, certain 

provisions of law may be considered relevant to privacy rights in cyberspace. However, there are a few data protection-enabled 

legislations which are industry-oriented. Such legislations do not even define the term „data‟ nor do have any specific provisions 

for its implementation. Other laws regulating and protecting privacy and data protection include: The Banking Act [32]; The 

Telecommunications Act [33]; The Intellectual Property Act [34]; The Electronic Transactions Act [35]; The Computer Crime 

Act [36]; The Right to Information Act [37]. Particularly, the Computer Crime Act, through penal sanctions, addresses a matter 

that encompasses data that has been obtained without due course of law, the unauthorized collection and unconsented disclosure 

of data [31]. In addition, following the standards set by the UN Commission on International Trade Law (UNCITRAL); the 

Model Law on Electronic Commerce, 1996 and the Model Law on Electronic Signatures, 2001, the Electronic Transaction Act 

was drafted. Afterwards, the Act came into force, being acknowledged by Gazette Extraordinary No. 1516/25, on September 27, 

2007 [31]. 

Notably, the Legal Draftsman‟s Department (LDD) and the Ministry of Digital Infrastructure and Information 

Technology (MDIIT) have launched a draft bill for an Act to Provide for the Regulation of Processing Personal Data 2019 [38] 

which provides data protection and fundamental principles of privacy. 
 

Nepal:The following are the existing laws in Nepal that regulate the issues regarding privacy: Constitution of Nepal [39]; 

Individual Privacy Act, 2018; The Civil Code, 2017; The Criminal Code, 2017 [40]; The Labour Regulations, 2017. 

The Government of Nepal (hereinafter “GON”) has recently drafted a bill relating to information technology and placed the same 

before the Parliament for discussion [41]. The provisions of the proposed bill, however, are subject to modification before its 

enforcement as an enactment [41]. Moreover, the govt. is yet to enact a regulation corresponding to the Act. 

In Sapana Pradhan Malla v. Office of the Prime Minister and Council of Ministers & Others [42], the Supreme Court ruled 

that the right to privacy as guaranteed by the Constitution must be protected and an exception to this well-established general 

rule, i.e., information sharing with third parties, can only be made where prior consent has been obtained from the person 

concerned [41]. 

In Baburam Aryal v. GON [43], the Supreme Court held that the right to privacy, being a fundamental right, is guaranteed by the 

Constitution and should not be violated by the State or by any third party. The Supreme Court further added that under the ambit 

of the right to privacy, things relating to a person‟s body, communications, character, documentation, data, residence and 

property are inviolable except as otherwise permitted by any law. An entity (that may be either a natural or legal person) that 

collects and assembles information, has undertaken an obligation for such information and such information shall not be used 

whimsically at its discretion [41]. Instead, such an entity or department must shield such a „data bank‟ of information by hook or 

by crook. The Supreme Court also laid down that the entity must not allow unwarranted and unauthorized access to such a „data 

bank‟, even as a special case in the absence of a lucid legal basis [41]. 
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Bhutan: Bhutan enacted the Information, Communications and Media Act of Bhutan 2018 [44] in 2017 which came into force in 

mid-2018 [45]. Even though the data protection principles incorporated in the Act are stated summarily, they are doing more than 

giving Bhutan a nominal data privacy law because they contain seven of the ten „second generation‟ principles enshrined in the 

1995 EU Data Protection Directive and thus form moderately strong legislation for the Asian region [45]. 

Chapter 17 of this Act deals with „protection of offline or online privacy‟ which requires organizations to shield personal 

information taken from consumers or users, as well as sensitive personal/private information (that is defined) [46]. The 

organizations must have a practical privacy policy that encircles the purposes for which data or information may be received, 

collected and used. Any type of collection, disclosure and use is restricted to a reasonable person who is considered fit and 

appropriate in any specific circumstances. Users and consumers can require information or data to be removed [45]. 

Chapter 21 of the Act states that „Data Protection‟ encompasses quite a comprehensive data privacy code that in some cases 

repeats what Chapter 17 mentions, but in a more rigid and strict form, and with more lucidity concerning offences and 

compensations. The heading of the chapter seems to bound it to data collected electronically [45]. Collection, disclosure and 

processing of personal information necessitate written permission, agreement or authority of law. In case of failure to protect 

information or data by judicious security practices, unlawful or unwarranted disclosure of data, and unethical copying of data, all 

constitute offences and liabilities to pay compensation or fine [45]. The Act has also established an independent “Bhutan 

Infocomm and Media Authority”, and an „office of consumer protection‟, which have the authority to investigate and deal with 

complaints, with the rights to appeal to an appellate tribunal and also to the courts [45]. 
 

Afghanistan: The people of Afghanistan have been increasing the use of technologies and making different ways of life. 

Therefore, it is important to enact specific laws and establish a legal framework to store, manage and protect the data [47]. The 

constitution of Afghanistan ensures the rights of the citizen to protect their privacy and confidentiality while using 

telecommunications [47]. It ensures the protection of letters and information from intrusion. The constitution of Afghanistan was 

enacted in 2004 and it addresses the aspects of protecting data including freedom of expression [48]; confidentiality of 

conversation, correspondence and communication [48, Article 37]; personal liberty and dignity [48, Article 24]; right to access to 

information [48, Article 50] in the state departments. However, there is no specific law protecting the data of the citizen. 

Therefore, it is yet to take steps to develop privacy laws. Moreover, the state is undergoing war and it is unrealistic to have any 

prospect of privacy laws [49]. However, the unending war does not resist a person from his inalienable right to data protection 

per se. The state should tend to shield the privacy rights of its citizens. 

  

Maldives: The constitution of Maldives and the penal code of the country hold the provision relating to the protection of privacy. 

The penal code forbids acquiring and disclosing personal information, and important information without prior license or 

authority [47]. The Ministry of Economic Development of the Maldives in 2016 declared that it would enact a new law to protect 

the data [50]. The main purpose of the law was to develop the business sector and e-commerce and to the information of the 

customers. The bill has been drafted in 2017 but is yet to be an Act [51]. The limitation of the bill is that it has no penal provision 

for non-compliance with the provisions. 
 

Appraisal of the SAARC Countries Compliance with the GDPR, 2016: 

Afghanistan: In Afghanistan, there is no law that complies with the GDPR, 2016. The State enacted the Access to the 

Information Law as per Article 50 of the Constitution in 2018. The law ensures the denial of access to information to protect 

privacy [52]. In effect, the state has to walk a long way to comply with the GDPR. 
 

Bangladesh: In Bangladesh, Article 43 of the Constitution ensures the right to privacy in the home, correspondence and 

communications. Another article protects the right to life and individual liberty [21, Article 32]; the Penal Code, 1860 protects 

the modesty, and privacy of women [53]; the Information and Communication Technology Act, 2006 [54] protects privacy from 

disclosures and holds the penalty provision of imprisonment up to 2 years, or fine of 2 lac or both; the Digital Security Act, 2018 

prohibits the illegal transfer of personal data [55]. However, there is no law similar to the GDPR. The state has drafted a bill titled 

„Data Protection and Privacy Rules, 2019‟ to protect privacy and data. The law was drafted to fulfill the aim of section 60 of the 

Digital Security Act, 2018. It does not comply with the standard of OECD (Organization for Economic Co-operation and 

Development) guidelines. As it is a bill, the government can review it at any time. Therefore, the state‟s privacy law is still in its 

infancy [56]. 
 

Bhutan: Bhutan has enacted the Information, Communication and Media Act, 2017 which has been enforced since 2018. The 

law has highlighted the principles of GDPR, 2016, definition of data [57], State‟s responsibilities to protect data [57, Section 179] 

and e-governance [57, Section 271], online privacy [57, Section 336-43], security of payment and information [57, Section 344-

46], email [57, Section 347], information of children [57, Section 348-51], breach of confidentiality [57, Section 391], and vivid 

offenses and punishments. Therefore, there is a data protection regime in the State. 
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India: Article 19(1) and 21 of the Constitution of India states that privacy is a constitutional right of the citizen. Another law „the 

Information Technology Act, 2000‟ holds provisions including the right to privacy, personal data and data protection [58]. The 

Information Technology Rules, 2008 have privacy-related issues that include personal data [59] and protection of sensitive data 

[59, Section 2]. However, there is no law equivalent to GDPR. The state has drafted a bill, i.e., „Personal Data Protection Bill, 

2019‟ in which there is a lacuna that it excluded the central government from the scope of the Act. On this point, Justice B. N. 

Srikrishna quoted that it would make India an „Orwellian Country‟. However, the Personal Data Protection Bill 2019 is a 

beginning for India to a successful step in the regime of data protection [60]. 
 

Maldives: In 2006, Maldives ratified the ICCPR and signed its Optional Protocol. So, the state has to comply with Article 17 of 

the convention to address the privacy of the citizens. Though the constitution of Maldives safeguards the right to privacy, the 

same is, however, not enforceable by a court of law. The Right to Information Act, 2014 is the only Act that grips the provision 

relating to privacy protection [61]. The state has drafted a bill titled „Privacy and Data Protection Bill‟ which aims to promote e-

commerce and medium enterprise [62]. No law there complies with the provisions of GDPR and the country, thus, has a feeble 

data protection legal framework. 

  

Nepal: Though the Constitution of Nepal ensures right to privacy and the right to information, there is no legislation similar to 

the GDPR except the Privacy Act, 2018. However, the Act has recognized privacy protection including personal information, 

protection of body and family, residence, property, document, data, [63] etc. but failed to address the problems relating to email 

address, IP address, social media and personal website. 
 

Pakistan: The Electronic Crimes Act, 2016 contains the provision regarding the right to privacy and personal information. 

However, there is no law in line with the GDPR, except the Personal Data Protection Bill, 2018 [64]. It incorporates various 

provisions, including the definition of personal data [65]; sensitive personal data [65, Section 2(n)]; protection of personal data 

[65, Section 12]; right of access to personal data [65, Section 15]; right to correction of personal data [65, Section 23]; processing 

of sensitive personal data [65], etc. In comparison with GDPR, the Personal Data Protection Bill, 2018 only applies to personal 

data processing relating to business transactions. The bill does not include biometric and genetic data [64]. Therefore, its scope 

seems to be limited. Moreover, it has not dealt with comprehensive rights of data and privacy protection, and omitted institutional 

framework to enforce the law. 
 

Sri Lanka: Sri Lanka enacted the Computer Crimes Act, 2007 which contains vivid crimes regarding data protection and 

compensatory clause for violation of provisions [66]. The Act contains provisions including unlawful entry issues; unapproved 

modifications; unlawfully obtained information; unauthorized interference, and other related crimes [66]. The state has enacted 

the Personal Data Protection Bill, 2019 which amended the Data Protection Framework. The bill, being influenced by the EU 

GDPR, became an Act in 2022 titled the „Personal Data Protection Act, 2022‟. Sri Lanka, thus, became the first SAARC country 

to enact complete privacy legislation [67]. There are, however, also dissimilarities between the Act of 2022 and the GDPR, 2016. 

The Act does not tend to protect sensitive personal data and imposes lesser punishment [67]. 
 

Findings and Recommendations: From the discussion above, it is conclusive that there is less progress within the SAARC 

countries regarding data privacy laws. SAARC countries‟ data privacy regimes have not matured enough, but have just started 

with significant shortcomings. In most cases, being contrary to international norms, SAARC countries do not have adequate data 

privacy legislation. Both Bhutan and Nepal have weak special laws in South Asia, while India and Pakistan are seeking to pass 

data protection bills. Though the Personal Data Protection Act, 2022 has lacuna, Sri Lanka has eventually managed to enact a 

complete legislation [68]. Bangladesh is committed with a view to adopting a privacy and data protection law shortly [69], while 

there is no substantial progress in Afghanistan and Maldives. The EU‟s approach to data protection laws, currently promoted by 

the GDPR, is the right option for the SAARC countries. 

The SAARC countries‟ privacy regime does not comply with the EU standard as discussed earlier. Despite constitutional 

recognition, there is hardly any solid legal framework to protect data and privacy except in Sri Lanka. Moreover, it is lucid that 

South Asian culture is different than that of the EU and Western regions. But things (including cultures) are now changing today. 

The SAARC countries, failing to find any effective way out to combat the problem, i.e., breach of privacy or confronting various 

(legal or natural) persons to ensure data protection, have already started taking initiatives to enact data protection and privacy 

protection laws.   

The private sectors must be very vigilant to shield their data and privacy upon which business actions are (being) taken [70]. It 

must include rigorous training of their employees on data security, application of secure technology, compliance with the preset 

data protection laws, assessment of the vulnerability and data breach response plan, etc. [58]. 
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The SAARC states should take initiatives to implement a joint multilayered policy which will address privacy protection strictly, 

privacy breach impact assessment, and respond to data breaches as soon as possible and the States should, before exacerbating 

the situations, enact efficient data privacy laws and make people aware about it [71]. The state can, however, take interim 

measures, such as conducting research and showing a list of vulnerable sectors of data breaches and forcing industries and 

organizations to take licenses before collecting and storing data [72]. 

The SAARC countries must follow the GDPR standard to enact laws to protect the privacy and data of the citizens. The African, 

Caribbean, Latin American and even the ASEAN (ASEAN consists of ten Southeast Asian states – Brunei, Cambodia, Indonesia, 

Laos, Malaysia, Myanmar, the Philippines, Singapore, Thailand and Vietnam – into one organization. ASEAN‟s success has 

facilitated support for regional security and affluence for over 50 years and it is uniquely placed to address grave regional issues) 

nations [73] have introduced privacy laws following the GDPR guidance and taken regional initiatives of the same types [74]. As 

no regional initiatives have been taken by the SAARC, it is necessary to adopt measures by the SAARC to shield the data 

protection rights; 

In these circumstances, let the philosophies be pondered over while enacting legislation in the SAARC countries. The given 

principles, despite not being exhaustive, might, however, provide an overview of the periphery of expectations of data protection. 

Data Protection Agency: The state should establish separate authority to deal with data collection and management. The 

authority shall protect the data from data breach and do all other related works as prescribed by the existing law.  

Transparency and Accuracy: The citizens should have access to the data provided by them in any organization so that they can 

delete or amend the information at any time. Organizations must not abuse the data collected by them and share data with any 

unlawful authority, or without the consent of the data provider.  

International Standard and Principles: The states should follow the international standard of data protection law, i.e., GDPR, 

OECD (Organization for Economic Co-operation and Development) guidelines and so forth. Amongst myriad well-established 

principles, a new dogma, i.e., the „principle of inter-operational equity‟ can also be followed (at the time of enacting and applying 

data protection relating laws) because it refers to a solution towards sustainable data protection (particularly while bridging the 

gap between right to trade and right to data protection) [75]. 

Obligatory Data Breach Notification: The organization shall immediately notify the victim whose data has been breached and 

the notice shall contain a lay-out of recovering the data and mitigating the impact of data breach.  

Prosecution: The individual or the organization shall be prosecuted in court for breach of data protection laws. There should be a 

special court to enforce the law and speedy trial of cases relating to the breach and violation of data protection law.  

Penal Provision and Compensation: The data protection law must contain penal provisions for data breaches and violations of 

provisions of the law. The victim of data breach should be adequately compensated as well. 

Regarding all the facts discussed earlier, the authors found that the people of the South Asian Region depend either on the mercy 

of the government or on the luck that their data and privacy shall not be breached. On the other hand, most of the constitutions of 

the states hold the Articles, directly or indirectly, to protect the data and privacy of the citizens. The judiciary of the states has, 

however, started emphasizing the protection of data and privacy of the citizens. The South Asian States, e.g., Maldives, India and 

Bangladesh are undoubtedly making greater efforts to enact data protection laws; but these laws are hardly appropriate regarding 

the standard of the GDPR.  

Conclusion: If the rest of the countries of the world want to maintain relations, specifically economic and trade relations with the 

EU, they have to ensure effective data protection and privacy laws. Consequently, it is the global trend that the states follow the 

GDPR guidelines, and the South Asian States cannot supersede it. The South Asian States, unfortunately, failed to enact their 

data protection laws following GDPR compliance.  

Ineffective data protection laws in the South Asian Region are indeed trampling the overall progress in the world. In this digital 

era, data protection, directly, has relation with goods and service trade all over the world [76]. The states, to remove this obstacle, 

should be advised to review and amend their national data protection law and to work in a body to comply with the GDPR 

principles.  

The authors, after paying attention to all these proofs and facts, foresee that the South Asian Region will come forward as a body 

to take collective steps to enact data protection laws with GDPR compliance. This will provide the region with a great benefit in 

privacy protection related economy, outsourcing industries, and will finally help the region‟s economic development. 

Although Afghanistan and the Maldives have yet to implement privacy protection, the cyber-security and data protection 

legislation, enacted by Sri Lanka, Bangladesh and Nepal, will affect the future data protection measures in the region. Moreover, 

the laws, if enacted and enforced judiciously (and not arbitrarily), have the potential to influence the South Asian Regional digital 

economy [77]. That is why all the necessary measures ought to be adopted in such a way so that there will be no contradiction 

between right to trade and right to privacy since both are: inalienable and of equal significance. 
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